AWS loT Cloud MQTT &%
iz

TRESRERBRAE
20194610 B 16 H



@Eﬁ%ﬁi%

Dingchen Technology AWS loT Cloud MQﬂ ﬁgﬁﬁ

1. 7 AWS 10T FANEEFITI AT oottt ettt st ees et s ee s e et eae e s ee et eeneen 3

2. 7L AWS I S BUEA] TaRIE T3 oot s i sssssin 5

3. 1F AWS $EHI S iR E AWS loT SRR BN BERE T oo 7

4. B AWS IoTIEF A MOTT B 3 cnnnnnms sasi s s 10
jbﬁgﬁﬁ%ﬂ,ﬁﬁgﬁ@ﬁ 2/ 16 TEL: +86-10-51659507

Beijing Dingchen Technology Co., Ltd. WEB: www.dingchen.com


http://www.dingchen.com/

@Eﬁ%ﬁi%

Dingchen Technology AWS loT Cloud MQﬂ ﬁﬁﬁﬁ

AWS |oT Cloud MQTT &2 2

Fsdaan el amnl MQTT #4823 Amazon 1) AWS loT =7 R4 T8

OPC Router {4 MQTT Client iZ515 514,

Amazon AWS Cloud A& EAUER 22 —. S e —F8, Aws #ft 1
A ATE L R B X 5210 10T 3785 (AWS loT) . EAEE M Al i f ik, I 3 425
i MQTT 8 30i% 7 B H4 MQTT Client {514 [) OPC Router [FlIH%y AWS loT
R BRI . Ak, OPC Router JEI HAdCF A FlORIFFRIEIE, 14
HA AL 2 = R % -

— dWS
2=

AWS loT Cloud [f] MQTT &

AR UL P BRHAT, BAE A P IEgn Ui .

1. 1E AWS loT FH G M5

2. fE AWS $Ei & a AT BOE T

3. £ AWS EHI G TR E AWS loT SRIE JER H B i 2HE
4. R AWS loT iE5 S A MQTT %) ¥

RS RERREIRAR 3/16 TEL: +86-10-51659507
Beijing Dingchen Technology Co., Ltd. WEB: www.dingchen.com


http://www.dingchen.com/

Dingchen Technology

@Eﬁ%ﬁi%

AWS loT Cloud MQTT EiEHE

1. £ AWS loT Rl EfEMS

1.1.
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&P Aws loT

Manage

Things

You don't have any things yet

e In the cloud

Ing Is thisggpresentation of a de

Learn more

1.2. #ARR "Create a single thing” ,

Services ~  Resource Groups v %

Creating AWS loT things

An loT thing is a representation and record of your phyisical device in the cloud. Any physical
device needs a thing record in order to work with AWS loT. Learn more.

Register a single AWS loT thing
Create a thing in your registry

Bulk register many AWS loT things
Create things in your registry for a large number of devices already using AWS loT,
or register devices so they are ready to connect to AWS loT.

Create a single thing

e ——

Create many things

Cancel

Create a single thing

IEFESRERIERAT]

Beijing Dingchen Technology Co., Ltd.

4 /16

TEL: +86-10-51659507
WEB: www.dingchen.com


http://www.dingchen.com/

@Eﬁ%ﬁi%

Dingchen Technology AWS loT Cloud MQTT ﬁ&&ﬁ

1.3. i## thing,

N

Add your device to the thing registry

This step creates an entry in the thing registry and a thing shadow for your device.

Name
OPCRouter
Apply a type to this thing
Using a thing type device by p g cansistent registry data for things that share a type. Types provide things with a

common set of attributes, which describe the identity and capabilities of your device, and a description.
Thing Type

No type selected - Create a type

Add this thing to a group

Adding your thing to a group allows you to manage devices remotely using jobs.

Thing Group

Groups / Create group Change

Set searchable thing attributes (optional)

Enter a value for one or more of these attributes so that you can search for your things in the registry.

Attribute key Value

Show thing shadow =

et fack
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Services v Resource Groups ~ *

€«

EATHING

Add a certificate for your thing

A certificate Is used to authenticate your device's connection to AWS loT.

One-click certificate creation (recommended)

This will generate a certificate, public key, and private key using AWS loT's certificate Create certificate
authority.

Create with CSR

Upload your own certificate signing request (CSR) based on a private key you own.

X Create with CSR

Use my certificate

Register your CA certificate and use your own certificates for one or many devices

Get started

Skip certificate and create thing

You will need to add a certificate to your thing later before your device can connect to AWS Create thing without certificate
loT.

11
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Resource Groups v

Certificate created!

Download these files and save them in a safe place. Certificates can be retrieved at any time, but the private and public keys cannot be retrieved
after you close this page

In order to connect a device, you need to download the following:

/ 1
.:n::;tlhca(e for this 4b02f44cd4.cert.pem

A public key 4b02f44cd4.public.key Download

A private key 4b02f44cdd4 private.key \
2

You also need to download a root CA for AWS loT:
A root CA for AWS loTDownload

3

Cancel Attach a policy
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Services v Resource Groups v * 0 nray OPC Router v  Oregon ~  Support ~

Ll

€ Aws 0T

i /\ )

Secure \/%

Policies /
You don't have any policies yet
Learn more @
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3.2. H1%{E " iot: *” #1 Ressourcen-ARN " *" SIZEHRAL.

Services v Resource Groups v * - Oregon ~

e
Create a policy

Create a policy to define a set of authorized actions. You can authorize actions on one or more resources (things, topics, topic filters). To learn
more about loT policies go to the AWS loT Policies documentation page.

Name

OPCRouter

Add statements

Policy statements define the types of actions that can be performed by a resource. Advanced mode

Action

Resource ARN

Effect

‘ Add statement

3.3. 1 "iEH” X, RERRAGER , ZARHIT "HIDNSREE" 1R4F.
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Services v Resource Groups v * _ nray OPC Router ~

&P aws o7 Certificates
Monitor 2
Onboard @ /
Manage 7f205018c.
ACTIVE
Deactivate
Greengrass
1 Revoke
Secure
Certificates
Policie
CA:
Role Aliases ‘.-/ 3
Authorizers Attach policy
Attach thing
e Download
et Delete
Test

3.4. EEFRASEEREIREE.

Attach policies to certificate(s)

Policies will be attached to the following certificate(s):
7f205018c2a= /2771 ° 'TIIITIT T nT ToTormeTTTit T Tl

Choose one or more policies

@OPCRouter

1 policy selected ‘ Attach '
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4. & AWS loTiEFBEA MQTT ERiR

4.1. ¥J7 OPC Router ¥4 , £ Extras-> Settings-> Certificate management A9

MQTT Client ( llk4b75 OPC Router ) ETEREN,

Settings X
¢ Certificate management )
0PC Router certificates  TrusipeCertificates:
vew Add private key Remove Create
[ 2
Apphcant DNSMames: | Date of issue | Vald to Serial number | Fingerprint
Ama,.. AWSIOTCe.. 2/21/2018 12/31/2048  1CA369620... BA227E430..
B~
~
1
3 ==
4.2. ESNIEH , BEALEA,
Settings X -
Q Certificate management P
0PC Router certificates Trusted Certificates: /
Import View Add private key Remove Create
o Certificates:
I ‘ Applicant

DNS Names: Date of issue | Vaid to Serial number | Fingerprint
[£] Ama... AWSIoTCe

. 2212019 12/31/2049

ICA369620... BA227E43D...
~
1
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4.3. BT EERRYE AWS loT IZHISTH loT 4.

Services v Resource Groups v * Q inray OPC Router ~ Oregon ~ Support v

Cad v |
Manage / OF{CRouter
Things ) )
E
s TED 8- a
44.7F "XH" Rifgh , SHCEREERS.
Services v Resource Groups ~ * [:\ Inray OPC Router ~ Oregon ~ Support ~
PRl oF cRouter Q)
OPCRouter
NO TYPE
Actions =
ng already appea Connect a device
HTTPS
Jpdate your Thing Shadow using this Rest API Endpoint. Learn more
MQTT Broker Connection (Enpoint)
Use topics to enable applications and things to get, update, or delete the state information for a Thing (Thing Shadow)
Learn more
@ Update to this thing shadow
Update to this thing shadow was accepted
Update this thing shadow documents
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45. 7 MQTT ZFiA0 MQTT Broker B2& ( Itb4k/ OPC Router-> MQTT &4 ( B

FHOMQTT $RE4sLh ) B, AR, ER © SSL MY TSLLv1.2 !

Maqtt x
Mame: AWS ZD'|
Broker connection: i ot us-west-2, amazonaws. com
Port: 8883 | 5| WSS Continuous session
Chent ID: Create new Chent ID
Usermame:
Password:
Certificate: Amazon Web Services O=Amazon.com Inc. L=Sea... |V ||+ |=— | ®&
Trusted certificates: Al v
MQTT version: v3_1_1 v
Quanty of Service type: |0 - at most once W
| Wait for transfer
Frstwill | Last wil
~
Activate first will
W
Chedk connection oK Cance!

7: 18 F OPC Router ¥ FFH# 2] AWS loT =

I RAIF , KEBERERFEIEMN SQL BUEENS: | HAXEIRH=FEm
BEE AWS loT, @8 MQTT EFimEEmkEl AWS loT Z#led , IR EREKE
REUE.

{8F3 OPC Router MQTT Plug-in , i@i3Hehy , B USEEL AWS loT Cloud i&
B!
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AWS loT MQTT Beispiel Anbindung DPCESHIEE

b OPC Router version 4 - Provided for inray Industriesoftware GmbH (System: 34)

File Extras Window Help Information | Service @

coreon ‘
— =] e d
‘ + 5+ * n ’:~ =
— 4 Zp Local service
- 4 P= AWS ToT ‘ * Note ‘ Note ‘ * Note
= ~+ Temperature_to_AWS_ToT_Cloud -
= » 8 Datenerfassung Temperatur aus SQL Quelle laden Formatieren ‘ Und per MQTT senden
— » Verarbeitung
w | BB Database
& | Type: Select .Mqtt
DB access data: FASInMOVE
Table: V_LiveData | {C} Text replace Broker connection: AWS IoT
} Quality of service: Default
Columns Output mode: Single text Topic: /Temeperature
» Value \ Placeholder , Payload
‘ Filter Temperature
¢+ ConfiglD [EQUAL] ? :
) Constant values ‘ oID [EQUAL] Content
[ | Content
101
| |
(™ Time trigger
Trigger mode penodic
Cycle: Sseconds
Start delay: Omillisecond
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AWS 10T Cloud 7\4’0TT§F§%

Services v Resource Groups OPC Router

b Oregon ~ Suppont ~

MQTT client @

Connected as lotconsole-1550952336742-0 ~ Q
&P AWS loT
Subscriptions # Export Clear Pause @
M
Onboard Subscribe to a topic
Publish
Manage Publish to a topic Specify a topic and a message to publish with a QoS of 0.
Gr i #
| - *
Test
[Temperature Feb 23, 2019 9:06:03 PM +0100 Export Hide
Temp. 20.8 °C
Har /Temperature Feb 23, 2019 9:05:58 PM +0100 Export Hide
ting
_ _ Temp. 20.8 °C
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MESTIME INFORMATION TECHNOLOGY

ERP / SAPsystems
ThingWorx®

Cloud Plug-In
(MQTT,REST)

e-mail
Excel-Reporting

Data base server

External systems via
web-services

Printers,label printers

LIPC Router

i T 34 S 7 B R T 1R R T N S R AR B

OPC Router

-

== Kepserverex®

-
kepware

Other OPC-servers
DA/UA/XML

(g |RFID
RFID
Readers

EUROM P

susias Pk i et Wty

Euromap 63 / 77
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m  Schneider
h}f'-dﬁ' Rockwell

i

- Mitsubishi

‘ Siemens

Over 150 other protocols
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